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Remote
. Diagnostics
\

DTCs am. obs
Fault Memory

ar | © Medium ~




VECTOR >
Example 2

(((T)))

>

% Log apalysis

Logger
Service

Configuration

(((T))) firas (((T)))

7




VECTOR >
Example 3

Variants

Calibration
Da ta CaIiIIE:S:tion CaIiIIE)E:tion
Management ' '

Calibration
Data

Calibration for
all 4WD

Calibration for - Calibration for
all EU vehicles all 21 engines

Emissions Consumption Performance

Images: Pixabay, Fotolia



VECTOR >
Service Category

iy HrR el e freeeerons ORI sl i S TTYTY)
........

N lliagl Steffe



VECTOR >
Cloud Services for Use with Vector Products

» Target mainly programmatic clients
>PC apps extending their functionality using cloud APIs
>Devices mounted in cars

» Legacy and new applications

» Offer customers option to use services

>either in a public environment run by Vector, connected via
Internet

>0r on customer premises
» Mitigate risks specific to cloud operations
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Security and Tenant Separation

» As a customer, I want to have my data protected against
unauthorized access
> Authentication
>Encryption

» As a customer, I don't want competitors to see that I have
subscribed to a service at all

>Saa$S frontend should not expose any means to guess and probe
other tenants
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Tenant Addressed by Credentials

Y # Certificate Viewer: “Michael steffens =dbfdc810-6d3a-412c-9652-c83bcal03fbe="

General Details N Authentication Required

Certificate Hierarchy

Michael Steffens <dbfdcg10-6d3a-419c-9652-c83bcal 03fb6> (E) https://servicegate-fral.cloud.vector.com

é-*“’ Is requesting your username and

Certificate Fields password. The site says: “Vector Cloud”

Serial Mumber
Certificate Signature Algorithm
I=suer

T Validity

Mot Before

User Mame: michael.steffens@demo

Password:

Subject Public Key Info
Field Value

CN "Michael Steffens <dbfdc818-6d3a-419c-9652-c83bcale3fbe="
ou "Demo GmbH <83aaZlcl-1b7d-4e61-89d6-cb@bc9dcdefn="
0 = Vector Cloud

Cancel Ok
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Service Addressed by URI Element

Tenan’
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VECTOR > My Login Credentials Users Groups

Welcome to the Vector Cloud Tenant Use

Click an the ribbon to reach the following pages:

My Credentials

Enable, disable, view status and modify password and certificate authentication.

Users

Add, search, disable, delete and view status/description of users and revoke certificates.
Groups

Administer users in groups. Add, edit and delete groups.

Roles

Assign roles to users and or groups and by this allow or deny them access to applications or web clients.

Help

View the help, copyright and license information.

N\ cn -

admin@demo, Demo GmbH
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Programmatic Authentication: Client Side

» Offer authentication methods available in all client libraries
> Basic authentication
>X.509 client certificates

» Method at discretion of the client
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Internal Use of SSO

» Access tokens
>used to forward authorization claims to servers
>can be forwarded along service chains
>are cached
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Application Development Distributed across Product Departments

» Framework has to be
>generic
>adaptive

>covering common needs, such as identity and access
management
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Out-of-the-box

» Global presence, low latency
» Scale up, scale down
» No facilities and IT operated by Vector
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Carving a Front Door
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Carving a Front Door
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Refinement and Vector Artifacts
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== openstack. Neutron

» Explicit model

» Project networks, subnets,
routers, IP ranges, load
balancers, security groups

» No hidden routes

» VM can have ports in
different networks

» Private provider networks
as Vector backbones
sSpanning projects
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Vector Cloud SaaS customers
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Public Cloud
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Reverse Proxy
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Identity and Access Management, User Federation
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Service Registry

consul-server

(+ Consul
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Success Stories

» Vector Cloud, as presented here, is in production since late
2016

> Points of presence in Europe, America and Asia
> Central infrastructure for orchestration, provisioning and

logging
» Offer is very well received by customers in a risk averse and
competitive industry

» Seamlessly adopted legacy IT server applications

» Globally interconnected private provider networks at least a
year ahead in public IaaS market
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Room for Growth

» Strict mapping of tenants to projects, however, imposing
issues for scale-down

> Solved by more sophisticated use of Consul ACL allowing
multi-tenant instances, consuming fewer virtual ressources

» Container backend and Kubernetes considered for
> scale-out
> adapt the new mainstream of deployment

» Cloud API for test and simulation
» MQTT
» DBaa$S
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For more information about Vector
and our products please visit

WWW.vector.com
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